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Online Services Secur ity Enhancements Release (May 31st, 2018): Frequently Asked Questions 
As part of our ongoing effort to deliver indispensable content through modern channels, Dun & Bradstreet will be enhancing 
the security of our Online Products and Services. This document provides details that will help you in this endeavor. 
 
What is TLS? 

TLS stands for “Transport Layer Security.” It is a 
protocol that provides privacy and data integrity 
between two communicating applications. It’s the 
most widely deployed security protocol used today, 
and is used for web browsers and other applications 
that require data to be securely exchanged over a 
network. TLS ensures that a connection to a remote 
endpoint is the intended endpoint through encryption 
and endpoint identity verification. The versions of TLS, 
to date, are TLS 1.0, 1.1 and 1.2. 
 
D&B’s web and API connections use TLS as a key 
component of their security. HTTPS (web) also use 
TLS as a key component of their security. 
 

What is HTTP/ HTTPS? 
The Hypertext Transfer Protocol (HTTP) is an 
application protocol for distributed, collaborative, and 
hypermedia information systems. HTTP is the 
foundation of data communication for the World Wide 
Web. Hypertext is structured text that uses logical 
links (hyperlinks) between nodes containing text. 
 
HTTPS (also called HTTP over Transport Layer Security 
[a.k.a. TLS]) is a communications protocol for secure 
communication over a computer network which is 
widely used on the Internet. HTTPS consists of 
communication over Hypertext Transfer Protocol 
(HTTP) within a connection encrypted by Transport 
Layer Security. The main motivation for HTTPS is 
authentication of the visited website and protection of 
the privacy and integrity of the exchanged data. 
 

What is 128-bi t Connection Cipher ? 
A 128-bit Connection Cipher or 128-bit Secure Sockets 
Layer (SSL) encryption was used when confidential or 
personal data is transmitted between a client and 
D&B’s servers. Content that’s secured using 128-bit 
SSL encryption was more difficult to decrypt and data 
transfers were better protected. We will no longer 
support 128-bit or lower encryption. 

 
What ar e Weak Connection Ciphers? 

The following are considered weak connection ciphers 
based on industry standard: 
1. DES (112-bit) 
2. 3DES 
3. RC4 
4. AES 
5. SHA 
 

We will no longer support these ciphers going 
forward. 
 

What is an API? 
Application Program Interface (API) is a set of 
programming instructions that facilitates the 
interaction between code developed by programmers 
and the applications and platforms of clients. D&B 
releases its API’s (e.g. D&B Direct, Toolkit) so that 
other software developers can design products that 
are powered by D&B's services. 
 

What is the change?  
D&B will be requiring an upgrade to TLS 1.2 or  
higher , the use of HTTPS and connection ciphers 
256-bit or  higher  by May 31st, 2018. On that date, we 
will begin disabling the TLS 1.0 and 1.1 encryption 
protocol, HTTP and connection ciphers lower than 
128-bit, which will prevent customers still using it 
from accessing D&B products and services. 

 
Why is this happening? 

D&B is committed to ensuring our customers’ security 
when using our products and services. We are focused 
on continually helping our customers improve their 
security by using the latest security protocols. To 
maintain the highest security standards and promote 
the safety of our customer’s data, we will be requiring 
the noted security upgrades. 

 
When wil l  the changes take place? 

These security enhancements will be implemented on 
Thursday, May 31st, 2018.  

 
How wil l  customers be impacted?  

Any inbound connections to or outbound connections 
from your organization that rely on unsupported 
protocols such as TLS 1.0, TLS 1.1, HTTP and 
connection ciphers 128-bit or lower will fail. This will 
impact several D&B products and services (listed 
below), including access to websites and API 
connections. 
 

Which products are impacted? 
TLS 1.0 and 1.1: Customers using Toolkit, Toolkit API, 
Direct 1.x, Direct 2.0, Direct+, Direct OnBoard, 
MyDNB.com, D&B Credit, and DBIA will be impacted 
by this change. 

 
HTTP and connection ciphers lower  than 128-bit : 
Customers who access Toolkit through toolkit-
api.dnb.com or  toolkit-wsdl.dnb.com will be 
impacted by this change. 
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Wi l l  there be any disruption to existing products and 
services? 

Action is required pr ior  to May 31st, 2018 to prevent 
any disrupt ion. Those who are still using the older 
protocols after this date will experience disruption in 
accessing their products and services either through 
web browser or API. This may include but are not 
limited to the following: 

 failure to connect  
 inability to send and/ or receive data  
 inability to send and/ or receive files 
 inability to log into your D&B products and 

services 
 
What types of er ror  messages wil l  I see? 

The error messages vary depending on the browser, 
browser version, and other configuration you may 
have. Nevertheless, the following system messages or 
notices like them may appear:  
 
TLS (Internet Explorer ):  

 
 
TLS (Firefox):  

 

 
TLS (.Net API):  

 
 
TLS (SOAP UI):  

 
 
HTTP: Connections will automatically be redirected. 
You may not see any error messages. 
 
Encrypt ion lower  than 128-bit : You may see 
exception error messages when connecting. 

 
How can customers avoid a service disruption? 

The action required by your organization will depend 
on which browsers and channels are used to access 
your D&B products and services.  
 The minimum required action is to enable TLS 1.2 

encryption protocol within your browser security 
settings. The latest version of any major 
supported browsers uses TLS 1.2 or later.  

 Customers connecting to toolkit-api.dnb.com or 
toolkit-wsdl.dnb.com must use HTTPS and a 
connection which supports 128-bit encryption or 
higher. HTTP connections will be automatically 
redirected to a secure HTTPS site after the 
implementation date. 

 
Please contact your company’s Technical Support 
Team for more information and assistance. 

 
What i f I have addit ional questions? 

Please contact your D&B Representative. You can also 
reach out to the D&B Customer Support Team directly 
at 1.800.234.3867 or open a support request at any 
time by visiting our support website at  
https:/ / support.dnb.com.
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